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Audit log data conversion and enhancement for DARPA
TC Engagement CDM records

The de-facto standard datasets for evaluating APT attack detection approaches are the
DARPA Transparent Computing (TC) Engagement 3 and 5 datasets. Many attack detection
approach implementations are evaluated using these datasets and thus feature parsers for
this specific data format. To integrate the dataset from our cyber range, we want to convert
the raw audit data to the DARPA CDM format.
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For this, different methods of data
conversion and enrichment shall be
implemented and evaluated. DARPA
provides an API for their existing Kafka-
based code to generate CDM records,
which can be used to implement a naive
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* Evaluating the use and benefit of ML for

data extraction, conversion and validation
* Implementation of a data conversion utility

subject 100 int: sfring Value
prevTagld :UUD size “int
opcode : TagOpCode type : ValueType
v

ataType *ValueDataType
i
i
clag - ConfdentalityTag o
propertes : map<sring> .
v

parameters

pooredLbares aray v [ i) [Emtigmoad]  Relationship (11) Relaionship (1)
Khoury et al. An Event-based Data Model for Granular Information Flow

* Implementation of data enrichment and Tracking, 2020
visualisation What we offer:
* Evaluating and validation of the data « Possibility of contributing to scientific
Education, experience and skills: publications
* Studies in Computer Science * Close supervision
* Python, C++ or Java programming skills * Thesis in English or German possible
* Basic understanding of machine learning * Opportunity to work with machine
and data types learning models and research data
* Basic knowledge of system calls and * Student assistant position or
network traffic familiarisation period possible
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