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Attribute-based access control (ABAC) facilitates the implementation of highly 
flexible and expressive access control policies. However, the utilization of 
ABAC policies may impede the requirements of operational technology (OT), 
industrial control systems (ICS), and the Internet of Things (IoT) due to 
constrained resources and time-critical communication [1, 2].

This research topic explores novel strategies for caching attributes, 
precomputing policy evaluations, and enforcing cached access decisions by 
classifying the system’s state and predicting the system’s behavior with the 
help of machine learning. The goal of these strategies is to either minimize the 
performance requirements, memory utilization, or response time of a system 
under observation.

This thesis involves designing and implementing a novel class of learning-
based strategies for ABAC. These strategies shall be evaluated using OT 
devices to demonstrate their applicability in smart grids. To assist with the 
evaluation, we are providing access to our industrial OT devices at the 
KASTEL Security Lab Energy [3] at KIT Campus North. Our lab includes 
intelligent electronic devices (IEDs) and merging units (MUs) from Siemens, 
General Electric, SEL, and Hitachi ABB.

Does this sound exciting? Then get in touch with us!

We are happy to answer any questions you might have. If you are interested,
please send us an email including your current transcript of records and 
academic CV.
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